HJ

o A R [ PR B b

HJ 461—2009

A S R 255 e G

Specification for environmental information network management and

maintenance

2009-03-20 &% 2009-06-01 37t

M B R P Bl 2 ®



HJ 461—2009

A N BN B A5 DR

N

2009 &£ % 13 5

AE) (P NRALFEFREER LY, b IAEEE B e, PIAHE CRSEME B M 4 gt By )
S IARAE R KSR bR, FE T AT

FRERR . SR

— M B A BeE (HI 460—2009)

T MR B A B S (HI 461—2009)

DA EARIEH 2009 4F 6 J1 1 HARsit, b R ERSERE Rk th R, bRt A28 v 7 B OR G 199 s
(www.mep.gov.cn) £ if].

AN

2009 3 A 20 H



HJ 461—2009

H /N
B ettt ettt ettt ettt ettt et e et ettt oAttt en et ettt et et et e et et ettt et et ettt et et et et et et e eeeeans iv
I 13 2 TR 1
R e s S 5 OO OO 1
I S i N = o 1l S OO 1
i L TSP 2
LR 2= LT 3
R A o A= LT 4
T HU B GET T B oottt ettt ettt bt bttt ettt et ettt et et et e b et et et et et e et arentans 6
8 L AYET VT T .ottt a1ttt ettt et et et s et et et et et et et et e e et aretans 7
B A CEBMIERSE) B FRLE T ZRAETE oottt 8



HJ 461—2009

Al

Tl

AR BIEARRHE.

N R GRS ORAP B 1T I 2 BT A B8 v W 484 B YRS K, DR MRS B I 253847 AR
AAFUERR S A Ky TR R SR o
AP HE AL ORI F AR bR v w] 22T

e

AARER AT . ORI A SO e B R A R A F .
AAFHERR BSR4 58 2009 4 3 J1 20 Hitk#.

AFRHEH 2009 46 H 1 HEsLi,

AKRHE AL ORI AR o



1 EHEE

IMNE(E R MEERGEPATE

HJ 461—2009

APRAERLE T IABEAE B IS SR N A, X S B, W Y B ML e B el
PRSI AR T AR EK
AKREE 25 A BT R B 11 BT J O PR S5E5 B P 28 ik i Jta P B AT (R 4 A

2 HSEMSIAXH

ARSHEAR G T MBI ) 25

GB/T 9361 I Hulibyhh 2 ik

GB/T 20269
GB/T 20270
GB/T 20271
GB/T 20272
GB/T 20273
GB/T 20282
GB/T 21028
GBI/T 22239
GBI/T 22240

(PSS-S %S
(EPSS-ES %
B LEBR
(ERSS RS ZN
(EPSS RS ZN
(ERSS RS %N
(ERSS/ RS %N
(ERSS RS ZN
(ERSS RS ZN

FEARR LT HIOK

W 2 it 22 iR SR

i B AR GUE ] & AR ZER
BAERR L ETRIKR

s A PR GE U AR EER
5 B R G TR B 2K

JIR g5 i 2 A PR K
HERR UL EFRRYFEALR
H B ARR L EFRRY L7

GB 50052—1995 fHL{C HL R 4e s iR

GB 50174 HLTIM AL BT AL

P B SR % A FH B 1) LRI R R S 7 4 SR
GAIT 387—2002 I HMUE B R LR FEHRARY WM 2 HAR LK
GAIT 671—2006 {5 R &aHA Kinit BN RS &5 RFALER

BMB 5—2000

HJ/T 416—2007

HEE BAE

HJ 460—2009  FR&E {3 o7 4% 1t e 3

YD/T 1289.2—2003

(EMS) Ihjfig

YD/T 1289.3—2003

(NMS) ThfiE

I HCT AR (SDH) ALIEM 2% PEECREK

[FIDEC PR R (SDH) AR 9 199 2 47 B R B 5R

B

=

FUEANE H 53 AT RARATE T Ahs e .

e MITE PR S

paidis

Br: MLREBRSE

ITU-TQ.811 Q5 X HIMNME)ZUMXHELE (Lower layer protocol profiles for the Q and X interfaces)
ITU-TQ.812 Q5 X MK 2 WXHELL (Upper layer protocol profiles for the Q and X interfaces)

3 K. EX. HSMEME

3.1 ARBEBFEX

HJ/T 416—2007. HJ 460—2009 i 37 [ A 85 Al i Sidi F T A hr v .
3.2 HESINGEREIE

ACL  Vim#sil5)%
CPU o iiyg

Access Control List
Central Processing Unit



HJ

461—2009

IDS A2 ZEZE  Intrusion Detection System
IP  HEMTMMI Internet Protocol
ITU-T  [E Fr A5 e M Fl (5 hrvfifb 4] International Telecommunication Union Telecommunication

Standardization Sector

4

4.1

MAC 545 Media Access Control

MSTP £ Mk45Li%F4  Multi-Service Transport Platform

NAT Ml #54  Network Address Translation

SDH [A»P%F#k% Synchronous Digital Hierarchy

SNMP ] BRI 25 P Simple Network Management Protocol
TCP fL#zHIbMY  Transmission Control Protocol

UPS  A[aJIrEEYS  Uninterruptible Power Supply

VLAN JEfUREM  Virtual Local Area Network

VPN BHIEL M Virtual Private Network

BIREK

W0 &% 2R 44 P36 )
90 2% 7 PR AE Y 1 B A5 A AL ORI AR T I PR A R 46 ey BRI R ST BLDs IIsAT died DL K %

EUFE L, AP N SRS it oS a v . Zmit ARl ML RS, UPS st
BB ARG

4.2 IBITHIPHIE
T IR R T 2 TV 55 104 4 7 BR ARG 1 B
43 TP ARBIEK
B PR ORP M S BT R C AT W 45 A B A N B
4.4 HEIPREEA
Y I N ARAE BE 24 /NI 35 BRI B — Ik, R HEATR . Y0612 WS AL,
45 BERZYER
S RIRBEARY BT TN ISR R IG5, SRR R S FTHRE Dl Jul5) 2 0L 5%
A2,
46 EHHER
IS PR R 2 B0 M RS AR IR . & A & s, IR e & TAEE DL, Y02 0L 5%
A3,
4.7 RE&im O
NEXT s i AT AR R IR, REhREdr 44, N Gk I 4E il sk . JEBS W R Al
4.8 gEYER
VT B BT LR A1 T 8 R R A g T, A Il SRk . JEHI S W S A5,
4.9 ZinitENY4ER

faray
=Fo

Lum it EALLEY N i R PR YE Y N DI S i 0 st . SN SN EAE A L 457 2L IR
a2 I % A6

410 XEWEELAIEFRIZ

2

a) MEHBEILS, HE R
b) A R PIT 5 RS PR D% 17
o) A RMTTN

d) Akl s



HJ 461—2009

e) F e )

) BB TR, DAY E

Q) sk H A&, IR RS %
411 ZE2EHLEREF

Ko F M.

) SFEEFH CE A T KBRS . L S

b) PG AIEAE % N 241 i) s e R 45 S

C) B TAEH AR ™ EE R )

d) 8 R I A 3 R 5 2 S

e) YU B TR SR I HAL R S

INAERYA = QS YA SRR S B2 I A N NI A § 1 N DS RPN K (= 7R AN N
ORI N E SN SR VN e
412 REEE

B WIELRY IR ME B RFEAEE L RER G, LT T TR B 5O AR 22455 9 115 B R St
IR B 1) 2 AR B ) B SR AT e A R SE RIS AT 44 TAE .
413 HIPTREEIE

ALY ORI BRI RS, il Y AR Soit ey N R, iR, ooy 5, NECE
A AR PR A e AL 0 5%
4.14 HIPFREEILIRIND

I8 WG 5 B I LS B, FE0 i A tH ) I AT A R R S T R, s VP A
Femg AL

5 MEER

51 WEEEBEX

K WINEEARY BTN T P PR G, WA T 2 BT (R e 4« B S AT b . K
PINEEAE DI L A RIREEAE ST 50N S IR R G 0 (1) 199 2 5 PR R SR A2 HI 460—2009 Hxf
W25 BEP  Esk, LR SDH HAR I W25 i 22 YDIT 1289.2—2003 A YD/T 1289.3—2003 *f
P BT BB K . I B RGN AL DL Thfg

a) MCE L A I R AT A B

b) PEREFFHL: XA ISP ERE B EAT RAE . AP HT, JEE i 45 s

C) MLBILFNET. FRIRII LI PIEGINE L 02 WS LRI A H1 2 A5 Th fg

) BB RS ERMIENS EoR, HEE. HEEEE. HEBE R, HEE R

S e )i

e) ML B MASEE A A LIRS, LSS R RIOIR S A A T AE

£) AR AU A . B IR 3t G A B

o) KR R T EAESRE, H TR AT

h) Oy AR 20 B 1K 2 DO e, QUG BRI L&, T ke 8 0 B e &2

D R N REIARZRURIEN G, TR AU A S
5.2 MEEEEN

a) MSTP ¥ %2 [H] Jz MSTP 1345 W44 45 B R 40 2 M) (Pl A5 He R ITU-T Q.811 Al Q.812 MiE

(1 TCIE A A SRR ER TCPNIP B isAk s
b) %248 58 N AEIE T SNMP ISR I 48 425 34 1
C) W BL RS MY HAAE I, AR ARYE R AT I 445 A5 B AS #e, GUHRICE . Wl A
3

SN
i

(R



HJ 461—2009

REEH o 1 Z AT IR TR IR B B b bRUE, 1 Web Service Z5brHER: [
53 MEEBHMEKX

Q) ML BE B S S R 2w . 18T IR SRR B0 B AR — 3G

b) WIZ B AIEATIE RGO T, 52w NN ) (R AR ZE S 28] R 52 AT 20 . R
GUil AT LT, N ISR AN KT AR BRI 150%;

¢ HhP H G ST Z D RAT 12 AN H I

) SRR EEAE BARAER AN T LA H, GRS BRI AN T 3 AN H, A5 1) 2542 4k
i MEREBIRAL I RN T 3ANH, SR G M 45 BB ARAT I R AN 6 AN H o

6 WERRURFHIFER

6.1 MRE[|RUGARGHEINERE
6.1.1 BRFAFEIE
BRI Ss s ni E  R G A p IR A BRI 4548 R 4
6.1.2 BRSG|/UEIPEK
a) MR N BCEAE LML N, IF 26 AR AEN LA
b) KA IR 554 BRI AR L R, AUHE CPUL A fE. R R 4%
C) ME MR AR &S AR, AR BRI LR NS, Wb IldE, Mo RE, Jf
N A BRAR R o
6.1.3 HRHRGFHIPEK
a) Kifriissas LI RE RS, B RAL. B EEHALGSRME ARG T/ LG IER
) Wi fa G B 45 1 SR KT AR RS T Bl & A R G &
C) NARTE RGO, S TR AR ML S5 N R AR G R AN T
O BERGEITHE, EEAFEEN, RSN, RS0 HESE RGNS 0%,
e) A PIs TR A TS, R T SR .
) KA RSB IER, WRSATL TR, HET %,
6.2 HRHF[UYEPERE
6.2.1 HHARFEAREE
a) TCE bR T Y2 8 pH 2% 1% A K
b) P % s 2% 1 H 0% A5 B
¢ Mo E B HH# B4 1 enable 14>, W Ay HE N % h RS 2 0 B 25 0 5
d) OGP s AN T o 1, K 7 Y 1R i 1 485 S B B G IP ik
e) I 2SR A T M 5 (ACL) (R E AT R, SEBnt =LA 4% (14 Ui 1] B 461
6.2.2 HHRBRAZNHNRENHERE
a) AR RGO E SO N A, FRIEAT IR BN 4E 4
b) IEATYES N LN RS B A RGSCPE B E SCPF TS R S R A
6.2.3 ISHSRAEPEK
6.2.3.1 FEHBIMREHEIPEK
e AT A LR N A
a) TEAIF R
b) 4 1147 56 R %
c) EALE;
d) BRI 4E
e) QR &,



HJ 461—2009

) RGPATIBAT I
Q) B H R AL SO s
h) LR RS AR s
i) A I s e BT 2T A RO T AR A 5
1) WS A BRI R I 2 IR PR REFRAS 5
k) ISR BRI .
6.2.3.2 FRHFJ|IXEWELEIF
a) B M SRS AT R I S E s S, RN R I 4 T AR () e A I, I R B R T
% Ak R KA
b) YRR EVERE IR RIS, VA 2 % AR IGO0, (S W R R Q% ph 2% A R AL 1E L 55
WK, AR T AR A
C) MK pH A H IR e, RN LA A A T A A R . 2 B A R A S
A SSE AR AL BB SR AR P b, PEARC S R H &, R R R %
d) A A E T R PR pR AR R, RIS W 4 T g )
e) KRBT B A ) W28 40 0 SO IE, N R I A AR O, AT BRI A 9 2% AL RO I 4 M e
6.3 XML ER
6.3.1 XMHELERE
a) P A AL 2 FFK
b) B AT # bl a5 1 H &l % A5 B
C) W EA ML) enable F14>, W kil NAS e WL AR AL B 25 8
d) BB TR P Huhl, SEPHAS BB ANME FH 5
6.3.2 RMNMAFNHMEELHER
a) ATHAHUN RGO E SO N Ay, FRIEAT RRA R BRI L4
b) BATYE N DN AGEAT AL R G SO BB SCPF I R BB A
6.3.3 MM YEPEK
ASHHLLES A A LR P2
a) HIEHIH %
b) 43 171 B A R
C) AHHLSLATIE W25 PR S FPEfE
d) LML RGN IBITIRES
6.3.4 VLANRGZHPEK
a) NARYESLBR AL, #iE) FES IR, R REIE AR ) VLAN.
b) VLAN XI5 KA, N R I i 28 e/ L) VLAN % &
C) NG FARSE BT AZ L Trunk %R HEFTHC B A BE .
6.4 B AIRUEIPER
6.41 FMIEREFRBEEK
a) (I N e A, BRERAEIA A i, 15 Ak
b) AEIETYR 1P Mok, B P Huhik b7 i) 42561
o) QLA EL TR . H RS AR e 4556
d) AL T ECE I v 1) 4
e) I MAC Hulik 7 a4 o
6.4.2 BHANIEHEIPEL
B7 5l g A £ DL R P 2



HJ 461—2009

6.5

6.6

6.7

a) WPk, ERGER TR, SHTREGE T, WIS TR K% SR ST A A
b) NAT 4%,

¢ iy IR BOERRIRES o

d) ERIERE. MAMRERE. AR IERESIE.
e) HRIEHHL.

IDSHEFRE K

IDS 4Ef NAS LU T N2

Q) RFICATIEOL, KGR, I,
b) RGHRMOIRE .

¢ REGHPIRE.

d BITHE, HESD LT
VPNR G AP EK

VPN RGYE A A LT 25

a) VPN RGRE.

b) VPN g,

¢) VPN V] H 4 5,

d) VPN E# 5.

BT SMIERGHIPEK
ARSI R YT N A LR N2
a) B TR

b) B4l BRARES

¢) &HMIKE ARG TR

& B FEEITRE.

e) R R .

7 HBHEIRERE

7.1

7.2

MUBIMNEZEK

a) Wi VR MBI .. B NATS GB 50174 fRbrER;

b) Bidx: ML HEARIARRT), PRIENLS A 2S5 AR N AT GB 50174 Fibn 23K s

C) MEFE L HMETELAER A ML N A R S BT B AR I, NS
GB 50174 fRFrEK;

d> fEECHE: ML FH AT S A HL SR N AT GB 50052—1995 Ard:;

e) M. HLp N N 2 %, SMIRSENA T AR5, e, RO R E bR
N A4 GB 50174 FaFREK s

) Bl HLE e B B8 AL N G 024 KT ENLE RIS IT R R R W& IR, o
GB 50174 $5hr 5K

o) iKHK: HLESHEK AR RT A GB 50174 H3K;

h) BLESERES . LGS FE R RS SRR V5 R e A vl 5, ML 1 TR B AR RR i B TC R s N ORFELDS
WEE T, wlrH, e inga.

MU i B 3K

Q) S PIRBERYIIN A HE LWL BRI, R AN A 5g AL 35 00 2 11 5

b) ML B BT D N AFEHL N (R RACEYE . W dEdr s T BT TH N 2



HJ 461—2009

7.3 UPSHRGEIRHEIP
a) UPS M EREE: CREFIR BV EAE GG Iy, R iz 2 AT sl Ik () 2
b) UPS ML ZHZEd . 5@ JHREAT 70 0 Ha s
¢) UPS 7MiMk Fe ML : PRUFLERUE VLI 2 P
d) UPS JBHLYRSE: 7 iR B
e) UPS figk: fR¥EFIGYSHEL, WA UPS M TH 4
74 HNEBETRRZERYER
) KSR AHEIA . AR B A AR IS Sy, RIS HERR DAL R L
PRI AR IR B I K
b) A A B A R RE S R 2K, RIS TR
7.5 HEHEERZEEYER
a) N IR A LE Y B WA B A%, W RS TR IEH
b) TS HAT B Z OG0 B 2R G0 BEARVEE R TP 6 B R G 44 (WA DGR . T B Wil N % 77 &
GB 50174, GBJ/T 9361 S5 br#ERLTE 1 [ AH L E -
7.6 HEIEEXK
R NG R RGNS AR . UPS, 2SR 1B SR AH S it

8 REHYPETE

8.1 REHPEEANR

YA PN RIS Z BT YT WU R A IS AT g WL R B, PRBE . WL A AR
B, M4, REMEH, =00, BHWEH, a7, BERNEH, 2RSS REM RN L E,
AR AR A S
8.2 REUIPTIE

AR RO S IBATE A H] . AR EAE R, CAaRE . G E RN S
LAY A TR DL R B A 4 o &R LR H A A R 185K WL GB/T 22240,
8.3 REEEFIE

KA BERYHIN H% ] GB/T 20269, GB/T 20282, GBI/T 22239. GB/T 22240 2 krUt e, #ie
IR ST B AT I ] 22 A R S5 BRI 22 A PRI L
8.4 REHPHAEXK
8.4.1 WERRHBERZRESHIPHAEXK

GRYPE IR LML (5B RG. BERG. B, M. it LSS B4y 5
() BLAR Y43 R B sk, W GB/T 20270, GB/T 20271, GBI/T 20272, GB/T 20273, GB/T 21028, GA/T 387
—2002. GA/T 671—2006 25 kR FITE «
8.4.2 HBEREHIPHAEX

Q) WM AR BPIAERYER T INLS R RS, SRS B, BT B Bk

S5 T AT GBIT 9361 Eok;
b) FRERY B O HLGS A 1R St By LRGSR S R . B R T R R A R it .
BB AT BRGNS B 97 AR Sl BMB 5—2000 47 B4



HJ 461—2009

Mt X A
CERMEMT
W 4R B TR UE R R AZSE I

Al HE4#IFHRERTEH

U e s A

REXER K A A RE i) 13t 1 #it

oI 5 4

LAV

ML B

MRS

I

LR ER

F: SEAT U TR
HUE B

SEATHES N BN b FR 7 e 5 e e RTINS . 72 R SRS IR B, 72 “ IR 51
S L ) BRI A A0

A2 BERGHEIPRTEH

BAT RGP

PAERSE Y N R0 I 8 i3 &

IR 5545 et AR G

N ANGEIESS

Bl ARG

WEEE RS

Bl e R 58

B 2 R4

St RS

EE:IF IEATYEY T AR -

BER B
IBATYEY N BN ERACSKRME R GG TGOl AE “HE AR ST IS Y A, st THEeE. A8 “f5 ol
i LT A SRS 2 Dl ) A PRI

8




HJ 461—2009

A3 EHERFTEH

DR

R4 HA R A T H kS KA WG #A0y Hbr

A4 LREEimOEIERSEH)
LS ANEE ST

JRUE g ke iR X ¥ i 11 e e & i X R AE N 3 &

A5 EEEIERTEH
BB HR
B B A4 TR 3 1 39 TRAEAE R AEIRT B

A6 ZinitEH BHERS RS

Zeuti v S H H RS R
BN IR LT GRS CIRER
FHE R
AT R
il N it AR = HWAE N LB E




S RSP N Ve ES RSP 7 8 R 7SRy v 15
MNEIEEMEEIRLEFNE
HJ 461—2009
o PR A R RROR AT
(100062  AEBLEESCX ) HETNRE 16 %)
MAk: http: /iwww.cesp.cn
Hiif: 010-67112738
JEHCITEAE BN i) B
WRALFRE FEELR

*

20094F6 Hi 1 WX JFA 880X1230 1/16
2009 4E 6 HE5 L kEDR EOSK 1
FHC 40 T
gi—15%5: 1380209 * 247
EM: 12.00 T

HJ 461—2009



	封面1
	文前2
	目    次
	前  言

	正文3
	环境信息网络管理维护规范
	1  适用范围
	2  规范性引用文件
	3  术语、定义、符号和缩略语
	3.1  术语和定义
	3.2  符号和缩略语

	4  总体要求
	4.1  网络管理维护范围
	4.2  运行维护制度
	4.3  对维护人员的要求
	4.4  维护周期
	4.5  软件系统维护
	4.6  备份管理
	4.7  线路端口维护
	4.8  设备维护
	4.9  终端计算机维护
	4.10  设备故障处理流程
	4.11  紧急事故处理程序
	4.12  安全管理
	4.13  维护文档管理
	4.14  维护情况综合汇报和分析

	5  网络管理
	5.1  网络管理要求
	5.2  网络管理接口
	5.3  网络管理其他要求

	6  设备及软件系统维护管理
	6.1  服务器及软件系统维护管理
	6.1.1  服务器监控
	6.1.2  服务器维护要求
	6.1.3  软件系统维护要求

	6.2  路由器维护管理
	6.2.1  路由器基本配置
	6.2.2  路由器系统文件和配置文件管理
	6.2.3  路由器维护要求
	6.2.3.1  路由器设备维护要求
	6.2.3.2  路由器设备故障维护


	6.3  交换机维护管理
	6.3.1  交换机基本配置
	6.3.2  交换机系统文件和配置文件管理
	6.3.3  交换机维护要求
	6.3.4  VLAN系统维护要求

	6.4  防火墙维护管理
	6.4.1  防火墙安全策略要求
	6.4.2  防火墙维护要求

	6.5  IDS维护要求
	6.6  VPN系统维护要求
	6.7  安全审计与监控系统维护要求

	7  机房维护管理
	7.1  机房环境要求
	7.2  机房制度要求
	7.3  UPS系统管理维护
	7.4  机房空调系统管理维护
	7.5  机房消防系统管理维护
	7.6  机房监控要求

	8  安全维护管理
	8.1  安全维护管理内容
	8.2  安全维护过程
	8.3  安全管理制度
	8.4  安全维护技术要求
	8.4.1  设备及软件系统安全维护技术要求
	8.4.2  机房安全维护技术要求


	A.1  日常维护检查表范例
	A.2  软件系统维护表范例
	A.3  备份记录表范例
	A.4  线路端口登记表范例
	A.5  设备登记表范例
	A.6  终端计算机日常服务表范例


	版权页

