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{

“action”: “apply key 7,

“target”: {

"key type”: “asymmetric”,

TERFE] “timestamp”:1581077428207,

“token”: 42dae262b8531b3df48cde9cc018c512,
"algorithm”: ”“SM4”

}

status code IR PR A Y
i |57 2 4 status_text R AR S
result R [EIEER (B30

{

“status_code”: 0,

Wi JS 3 “status_text”: “success”,

“result”: 7 aGVvc2FwMTIzZWVy”

B.2.2 E{AEMHEO
VB O U LB, 3.

®B.3 EHIEHIEOL

EEARMITi iy TR
OmAfbid revokeKey {key tag}
e L Bk ZH R g
action revoke key String P
key tag String ok S) e
target timestamp Time o] 1)k, S B 3 2 b
token Int FH P 4
{
“action”: “revoke key ”,
“target”: {
e :kt.ey_t ag”: ””qi ye_hwewv”,
timestamp” : 1581077428207,
“token”: 42dac262b8531h3df48cde9cc018cal2
}
}
status_code iR BRI
W 2
status text RFEREEE
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BN RE R

I

Wi JS A 431

“status_code”: 0,
“status_text”: “success”

}

B.2.3 EAEMEND

B SR U L3R, 4.

#*B.4 EHAEIIEOUA

B ThRE s if ST
R updateKey {task tag}
EramEEie i B g} Eiipa
action update key String A H G
key tag String AR
timestamp Time B () 8%, i 0 B =2 0
target
token Int H P4
algorithm String (TAGR
{
"action”: “update key 7,
“target”: {
"key_tag”: “qive_hwcwv”,
R e “timestamp”: 1581077428207,
“token”: 42dae262b8531b3df48cde9cc018c5H12,
“algorithm”: “SM4”
}
}
status code IR PR A Y
W v 2 status text RPRERG R
result JRAEEH (W)
{
“status_code”: 0,
Wi [ A5 451 “status text”: “success”,

"o

“result”:

aGVve2FwMT T zZWVy”
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FEOThRe ik HdE
FEOR ALk encrypt (message}
$2 1 Btk B E3iv) ik
action encrypt String I
key tag String AR
timestamp Time IF I, R 2= A
rarset token Int H 4
algorithm String Bk
{
“action”: “encrypt 7,
“target”: {
“key tag”: “qive hwcwv”,
“timestamp”: 1581077428207
TR . .
token”: 42dae262b8531b3df48cdeYcc018c512,
“algorithm”: “SM4”,
"message”: “hello”
}
}
status_code IR [BLR G
Wi 3 234 status_text R EEREEE
result pIAGIEE N
{
“status_code”: 0,
] I £ 31 “status_text”: “success”,
“result”:"aGVvc2FwMTIzZWVy”
}

B.2.5 MREREO

4 T i LB, 6.

#®B. 6 FREFEORA

FE AT ARt ik Hdl g
Eramp AR decrypt {encrypt message}
O B R B gt fiiR
action decrypt String fige s
key tag String W R AR
target
timestamp Time i 1R, By B s A
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EEARMITi iy Bl I
token Int H 4
target
algorithm String (TAGR
{
“action”: “decrypt 7,
“target”: {
“key tag”: “qive hwcwv”,
“timestamp”: 1581077428207,
T R . .
token”: 42dae262b8531b3df48cde9cc018cH12,
"algorithm”: ”“SM4”,
“message”: “aGVve2FwMT1zZWVy”
}
}
B.2.6 REMBREUED
BEAL AR HEE O 2B, 7.
#<B.7 FEMLEIRENFEEOEER
O he itk FRI A E
RO AR getRandom
L Bdig 23 KM ik
action get random String fife s
timestamp Time HeJ TR, 5 1R 3| =2 f
rareet token Int HH P4 R
{
“action”: “get random”,
“target”: {
R “timestamp”: 1581077428207,
“token”: 42dae262b8531b3df48cde9cc018¢512
}
}
status_code IR [BLR G
] &7 2 5 status text BEAREER
result SEAEEE TR
{
“status_code”: 0,
] o - 1) “status_text”: “success”
“result” : "123”
}
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I [A] R B 322 T 150 B 0 26B. 8.

#B.8 ATEIEIRENIE O AA

O Ihhes b I 1) R H
EO A S getTimestamp
OB S A ik
action get timestamp String e () FE 3R H
target token Int H ) token
{
“action”: “get_timestamp”,
S “target”: |
TR A ; .
token”: 42dae262b8531b3df48cde9cc018c512
}
}
status_code IR [BR A
e 7 25 5 status_text RAPRAERS B
result JRAEEH (W)
{
“status_code”: 0,
M o2 A5 4 “status_text”: “success”,
“result”: ” 1581077428207”
}

B.2.8 FHfE)EISiEED

IR () SR EG TE 42 11 18 FH L3689,

%<B.9 RHEEISIEIEORAR

e L HhRg A R} 7] A i
B LA A verifyTimestamp
PO FEH A i E 3] ETipe
action verify timestamp String I [ R gl
timestamp Time HeJ TR, 5 1R 3| =2 f
target
token Int FH P A i
{
“action”: “verify timestamp ”,
o “target”: |
5 R AE . .
token”: 42dae262b8531b3df48cde9cc018chH12
}
}
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FE AT ARt ik Hef [ R B0 I
status code IR [ R AT
] I 23 8 status text REREREE
result AEERE )
{

“status_code”: 0,

W] LA 451)

“status_text”: “success”,

“result”: 7 legal”

B.2.9 S#iFMiENO
B e i 1115 I L3228, 10.
wB.10 BEMEOIRAR

EAWPPIL: it iip S A
BB A registered
e 7 Brdfid ZH R fiiid
action registered String e () FE 3
timestamp Time o [R) K, R 2 =
target id Int H P/ Ak id
password String VEM D4
{

“action”: "Registered ”,
“target”: {
“timestamp”: 1581077428207,

R Y
id”: 111,
“password”: 123abc
}
}
status_code IR [BR A
e 1 2 4 .
status text REREREE
{
"status code”: 0,
M) 2 451 N

“status_text”: “success”

}

B.2.10 4 REFKENIEN
AR R AT W#B. 11,
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#=B. 11 ShEFREEO AR
O Ihhes b A MR AL
AP R B getToken
OB ZH E -y ik
action get token String e () FE 3
timestamp Time ) [) 3k, RS 2 = Fb
target id Int H P/ 4k id
password String FEM S
{
“action”: “get_token”,
“target”: {
S “timestamp”: 1581077428207,
R o
id”: 111,
“password”: 123abc
}
}
status_code A EIN NS
i) 7 2 5t status_text RFLRAAE B
result iR A token (F3L)
{
“status_code”: 0,
Wi 52 45 “status_text”: “success”,
"result” :42dae262b8531b3df48cde9cc018c¢512
}
B.2.11 BiAiEREDO

Sy IAIEFE 10 B L 34B. 12,

*B. 12 HHHAIEEOREA

FE AT ARt ik S i
O R A AR verifyld
e LBk ZH R fifiik
action verify id String e ) B B
timestamp Time iy [|) B8k, Ao 21 =2 A0
target id Int P/ 4k id
token Int P4 R
{
I “action”: “"verify_id”,
iK1 , ,
target”: {
“timestamp”: 1581077428207,
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O ThEe i id St
“id”: 111,
S “token”: 42dae262b8531b3df48cde9cc018c¢512
R |
}
status_code IR [BR A
] & 22 5 status_text BRIFRZERE B
result IR A g
{
“status_code”: 0,
Wi 2 451 “status_text”: “success”,
“result”: “legal”
}
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